
Health Information

This quick reference guide is not legal advice.  Please consult your lawyer when making decisions about what personal 
information to collect and how to use, share, and protect that information.  Protecting privacy is your responsibility.

Are you collecting health information 
from your tenants?

What is health information?  Federal law defines health information to include information 
about past, present or future physical or mental health or condition; the provision of health 
care; or past, present or future payment for the provision of health care.
42 U.S.C. § 1320d

No Yes

Has the information been de-identified?  Information 
that is de-identified does not identify an individual 
and there is no reasonable basis to believe that 
the information can be used to identify an individual

Yes No

Did you get the information directly from the 
individual (or their legal guardian) with their consent?

Did you get the information from a health plan, 
health care clearing house, or health care provider, 
such as a doctor, hospital or clinic?

No federal rules apply

Yes No

Yes No

You are likely covered by federal rules 
requiring you to sign a business associate 
agreement with the provider of the 
information (which is a “covered entity” 
under the Health Insurance Portability and 
Accountability Act (“HIPAA”)).  Before 
receiving information you should retain a 
lawyer to assist with protecting this 
information. 

Retain a lawyer 
to uncover the 
source of the 
information and 
any legal 
requirements



Information About Children

This quick reference guide is not legal advice.  Please consult your lawyer when making decisions about what personal 
information to collect and how to use, share, and protect that information.  Protecting privacy is your responsibility.

Is your organization a non-profit entity 
without any for-profit members?

What information about children is protected?  Federal law treats children’s information 
differently when that information is collected online.  What information is protected changes 
over time, but includes the categories listed below.  5 U.S.C. § 6501

Yes No

Are you operating a website, mobile app, or other 
online services?

No Yes

Does the website, mobile app, or online service 
collect any information from individuals?

Do you intentionally or knowingly collect information 
from any individuals under the age of 13?

No federal rules apply

No Yes

No Yes

You may be covered by the Children’s Online Privacy Protection Act 
(“COPPA”).  Central to these requirements is obtaining valid parental 
consent in advance of any data collection.  While there are 
exceptions and your website, mobile app, or other online service can 
be designed to comply with these rules, in general, you cannot collect 
a child’s: full name; home or other physical address, including street 
name and city; online contact information like an email address that 
permits someone to contact a person directly; user name where it 
functions as online contact information; telephone number; Social 
Security number; a persistent identifier that can be used to 
recognize a user over time and across different sites, like an IP 
address; a photo, video, or audio file containing a child’s image or 
voice; geolocation information sufficient to identify a street name 
and city; or other information about the child or parent that is 
collected from the child and is combined with one of these 
identifiers.

Is there any commercial purpose for the website, 
mobile app, or other online services?

No Yes



Education Information

This quick reference guide is not legal advice.  Please consult your lawyer when making decisions about what personal 
information to collect and how to use, share, and protect that information.  Protecting privacy is your responsibility.

Are you collecting education
information from your tenants?

What is education information?  Federal law defines education information to include 
grades and transcripts; class lists and student course schedules; health records at the K-12 
level; student financial information at the postsecondary level; and student discipline files.
20 U.S.C. § 1232g

No Yes

Did you get the information directly from the 
individual (or their legal guardian) with their consent?

Did you get the information from a school or school-
related program?

No federal rules apply

Yes No

Yes No

Retain a lawyer 
to uncover the 
source of the 
information and 
any legal 
requirements

Federal law applies to education records maintained by public 
schools, school districts, local educational agencies, and 
postsecondary institutions such as colleges and universities that 
receive funds from programs administered by the U.S. 
Department of Education.  If they share educational information 
with your organization, they must do so in compliance with the 
Family Educational Rights and Privacy Act (“FERPA”).  You will 
likely be bound by contract to comply to FERPA’s requirements.  
You should retain a lawyer before agreeing to receive any 
educational information from a school or school-related 
program.



Financial Information

This quick reference guide is not legal advice.  Please consult your lawyer when making decisions about what personal 
information to collect and how to use, share, and protect that information.  Protecting privacy is your responsibility.

Are you using or generating reports of 
consumer information (such as credit 
reports)? 

What is financial information?  Federal law defines financial information to include 
information about an individual’s credit worthiness; credit standing; credit capacity; 
character; general reputation; personal characteristics; or mode of living that serves as a 
factor in determining eligibility for personal or household credit or insurance, or employment 
purposes.  15 U. S. C. §1681 et seq.

No Yes

Did you get the information from a Credit Reporting 
Agency (CRA)?

Do you provide information to any Credit Reporting 
Agency?

No federal rules apply

Yes No

Yes No

The Fair Credit Reporting Act promotes accuracy, fairness, and 
the privacy of personal information assembled by Credit 
Reporting Agencies (CRAs).  You may only use credit reports for 
limited permissible purposes, including review of rental 
applications.  If you take an adverse action against a potential 
tenant or renewing tenant, you must provide the individual 
with notice that the action was taken pursuant to a credit 
report.  Once you are finished with the credit report, you must 
securely dispose of the report and any information you 
gathered from it. Disposal can be by burning, pulverizing, or 
shredding paper documents and disposing of electronic 
information so that it can't be read or reconstructed.  Consult 
an attorney.

No federal rules applyThe Fair Credit Reporting Act 
requires information furnishers to 
provide information that is 
accurate and complete, and to 
investigate and resolve disputes 
about the accuracy of such 
information.  Consult an attorney.
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